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    Keeping it Cryptic: The Enduring Debate on Privacy and Lawful Access 

On July 23, at the International Conference on Cyber Security in New York City, 

Attorney General William P. Barr bemoaned the many law enforcement threats promulgated by 

the widespread use of encryption. With the proliferation of devices and platforms utilizing 

strong, end-to-end encryption – which renders electronic communications and personal data 

completely indecipherable from outside entities – Barr reckons that current technology has 

brought “a grave threat to public safety by extinguishing the ability of law enforcement to 

obtain evidence essential to detecting and investigating crimes” (Barr). He denounced tech 

companies for having refused to comply with pertinent criminal investigations, which he 

contends is allowing for encryption to recklessly abet and obfuscate the activity of criminals and 

terrorists. Some mechanism, according to Barr, must be available to allow law enforcement 

agencies to access this crucial investigative material. He demands that tech providers be held 

responsible for delivering such means of gathering information, insisting that the US 

Government must “retain society’s ability to gain lawful access to data and communications 

when needed to respond to criminal activity” (Barr).  

Barr’s rhetoric is nothing new. If anything, it has reignited an age-old feud between two 

fundamentally antagonizing philosophies, one which has persisted since the early 1990’s. The 

question of lawful access to encrypted devices has wrought a virulent chasm, pitting the 

demands of the law enforcement and national security community against the resolute ideals of 

the tech industry and civil liberties groups. Law enforcement purports the pitfalls of “going 

dark” in the modern era of information technology, while the latter upholds their imperative to 

safeguard the privacy of civilians from the undue interference of the government and foreign 

adversaries (Finklea). Yet the extent to which the United States government can compel a tech 

company to facilitate or assist in the decryption of their own devices is territory which remains 

vastly unsettled. And this has not been for the lack of trying. For decades, the government has 



been arguing for legislation which could settle once and for all the capacity with which tech 

providers must comply with a criminal investigation. But each and every bill which has been 

brought forward on this has failed. Even amidst controversy or highly-publicized disputes 

between the government and the private sector, there has been no resolution.  

This report will focus on the efforts to establish legislation on lawful access to encrypted 

devices and communications in the wake of the FBI-Apple fiasco of 2016. A moment of 

tremendous tension between the government and the private sector, it was perhaps the most 

precarious test yet to the future of encryption. Assessing the proposed policies brought forward 

in Congress, the many factors which motivated them, and their likely reasons of failure, this 

report endeavors to understand why the question of lawful access remains unsolved, and 

subsequently, how the issue can be expected to evolve in the near future.  

Prior to delving into the circumstances of 2016 onwards, it is foremost necessary to 

provide a brief history of the pivotal attempts to regulate encryption. In the early 90’s, as 

military-grade encryption was being brought to the hands of the public, the government grew  

immediately wary of the potential national security and law enforcement ramifications. With 

fears that encryption would conceal the activity of the “Four Horsemen of the 1990’s” -- 

terrorists, child pornographers, drug dealers, and spies -- along with inhibiting criminal 

investigations, the Clinton Administration took numerous measures to restrict its use and 

strength (Lauzon). By imposing stringent export controls on encryption to limit the spread of 

encryption technology to foreign nationals, and advocating for the installation of the NSA’s 

“Clipper Chip” to assure the government’s abilities to conduct wiretaps on civilian devices, the 

line in the sand was drawn between those in favor of law enforcement, and those who 

championed privacy (Levy). This clash in interest and ideology became coined as “the crypto 

wars” (Finklea).  

Throughout the latter portion of the 90’s, the government dialogue on encryption 

underwent a dramatic reversal. With harsh backlash from both the private sector and negative 

publicity condemning the administration’s pursuit of key escrow, and report of design flaws in 

the Clipper Chip, the NSA’s much- desired brainchild was hastily abandoned (Finklea). 

Meanwhile, outcry from the tech sector and individual software developers decried the 



administration’s restrictive export control policy. They claimed that restrictions on the export 

of encryption products inhibited the innovation of American businesses and hindered 

international commerce (Grimmett). Encryption export controls were even subject to First 

Amendment lawsuits, with federal court cases like Bernstein vs. The Department of State 

ruling that encryption software/written code are protected forms of speech, and were being 

unlawfully restrained by the administration’s export policy (Grimmett).  

The Clinton administration would quickly come to terms with the inevitable tide of 

encryption that would overcome the United States. They recognized the increasing dependence 

on e-commerce, and had been made equally cognizant of the immense political leverage of the 

tech industry. Correspondence within the White House indicates that by the latter half of the 

nineties, the Clinton administration was desperate to avoid further alienating their constituents in 

the tech sector, noting that “conflicts over issues such as encryption, and, particularly, securities 

litigation reform strained relations between the administration and high-tech industry leaders to 

the point that by early 1996, it was widely speculated that the administration’s 1992 high-tech 

supporters would remain on the sidelines for the election” (Gore Tech/Tech Outreach). Mending 

their relationship with the tech world would be imperative for creating encryption policies that 

could effectively balance concerns of law enforcement and the market. Consequently, the 

administration met frequently with both government deputies and industry insiders to collaborate 

on developing new policy, and adopted a “market driven” approach to encryption policy 

(Reinsch). From the shifting jurisdiction of encryption export to the Department of Commerce 

(and no longer a munition underwatch of the Department of State), to expanding the list of 

nations and institutions eligible for the export of US encryption products, the administration 

swiftly rolled back encryption regulations (Grimmett). By the turn of the millennium, nearly any 

obstruction to the domestic use and export of strong encryption was eliminated (Grimmett). And 

while the President’s revision of export policy quelled efforts to legislate on encryption export 

controls, the question of lawful access still remained ambiguous.  

The closest that Congress has come to facilitating a law requiring companies to decrypt 

their contained communications is the “Communications Assistance for Law Enforcement Act,” 

or CALEA. Voted into law in 1994, CALEA essentially compels telecommunications carriers to 



help, upon receiving a court order or warrant, any government authority with intercepting 

electronic communications or conducting wiretaps of their customers/subscribers (Finklea). In 

sec.103 of the bill, the act stipulates that the carrier is not required to decrypt or make 

decryptable any information for the government unless “the encryption was provided by the 

carrier and the carrier possesses the information necessary to decrypt the communication” (47 

U.S. Code §1001). The act also ensures that the government cannot require a 

telecommunications carrier (or device manufacturers/service providers) to adopt specific 

designs, systems, features, or services, and cannot prohibit them from developing specific 

designs, systems, features, or services as well (47 U.S. Code §1001). However, CALEA holds 

little weight today in arguments against Apple since most tech providers are not considered 

telecommunications providers, but rather as information services companies. Likewise, since 

many of these tech providers companies do not provide the specific keys for their encrypted 

messaging platforms, they would not be compelled by CALEA to comply with an investigation 

(Green). Therefore, many companies nowadays can deflect the demands of law enforcement, 

and contend that CALEA is not applicable to them. Many proponents of CALEA have called 

for amendments to be made which could force companies like Apple to abide by CALEA 

(Green). Attorney General Barr has expressed his discontent with companies who have evaded 

CALEA’s demands, noting “It is absurd to think that we would preserve lawful access by 

mandating that physical telecommunications facilities be accessible to law enforcement for the 

purpose of obtaining content, while allowing tech providers to block law enforcement from 

obtaining that very content” (Barr).  

Following the Clinton administration, the government fervor around encryption arrived at 

a lull. The use of encryption had been widely deregulated, leaving the needs and wants of the 

business world overall satisfied. Likewise, the bitter back and forth with law enforcement had 

been somewhat assuaged (Karsten and West). Both sides understood the wants of the other, and 

worked to carefully navigate them accordingly. Though there was brief fuss over encryption on 

the Hill following 9/11, in which Senator Judd Gregg had threatened to introduce a law enabling 

access to encrypted private data, the “crypto wars” had widely been put to rest (Fonseca). Other 

occasional attempts were made to pass legislation either in favor or against government power to 



bypass encryption,but they lacked public attention and were easily squandered. Up until late 

2015, the only real point of tension surrounding encryption came with the Edward Snowden 

revelations of 2013 (Karsten and West). In exposing the nefarious inner-workings of Bullrun, the 

NSA’s secret initiative to monitor civilian activity, Snowden showed that the intelligence 

community was still desperate to undermine encryption technology (Karsten and West). These 

realizations would reintroduce skepticism from the public as to the ethical boundaries the 

government encroaches upon in its attempts to assure national security. This controversy would 

be critical to developing much of the government-skeptic rhetoric used in 2016 against the FBI.  

But regardless of this upsetting news which uprooted trust in the nation’s intelligence 

service, the tension between government and strong encryption –particularly between law 

enforcement and the tech industry – remained at bay. And amidst this period of relative détente, 

encryption technology only got better and better. Software developers were creating new 

encryption code and features unparalleled to anything which preceded it. New forms of strong 

encryption could make communications completely inaccessible by those other than the sender 

and the recipient(s) (Finklea). Such security was surely enticing to the public, and set the 

standard for ideal communications privacy. By 2014, this form of strong encryption was 

increasingly prevalent, and was beginning to raise eyebrows in the law enforcement community 

(Finklea). With manufacturers and ISPs continuing to support these services, devices and their 

communications offerings were becoming more and more difficult to penetrate. Struggling to 

keep up with these new developments in cryptography, it was only to be some time before an 

agency conducting an investigation wouldn’t have the means of accessing a user’s device on 

their own. And when it did, a major showdown was inevitable.  

Such was the showdown brought forth between Apple and the FBI.  

The conflict was first set in motion on December 2nd, 2015, when Syed Rizwan Farook 

and Tashfeen Malik murdered 14 people in San Bernardino, California (Tibken). The shooting 

instigated a major investigation by the FBI, who were insistent upon accessing Farook’s 

personal communications held within an iPhone 5C (Tibken). And Apple was at first open to 

help, fully willing to bring forth certain stored information contained within Farook’s iCloud 

account. However, the FBI insisted that there was further information inside the phone which 



was unavailable in the iCloud data, and insisted that the phone be unlocked (Tibken). The FBI’s 

concern was that within Farook’s phone, a security mechanism was in place that would have 

deleted all of the phone’s contents after a finite number of passcode guesses. FBI therefore 

asked that Apple write software which, installed into Farook’s phone, would eliminate this 

security mechanism and allow the FBI to make unlimited guesses to unlock the phone 

(Kahney). They did not ask for his specific password, but simply a way of ensuring that they 

could eventually find it.  

Simple as the request may have sounded, Apple refused to comply. Critics alongside 

Apple argued that by providing the FBI with this outlet for unlocking a single phone, they would 

be setting a potentially catastrophic precedent for the role of a company in collaborating with 

criminal investigations (Ackerman). If they are helping unlock one phone today, what could the 

FBI ask of them next? The potential risks – both in corporate image and consumer security – 

were too high. The FBI responded by escalating legal tensions, sending a court order invoking 

the “All Writs Act” to force Apple into compliance (Sorkin). The All Writs Act, a law passed in 

the Judiciary Act of 1789 that states “The Supreme Court and all courts established by Act of 

Congress may issue all writs necessary or appropriate in aid of their respective jurisdictions and 

agreeable to the usages and principles of law" (28 U.S. Code § 1651). Apple still refused to 

comply, contending that such a request boded “chilling” implications, and an undue burden upon 

the company (Kahney; Sorkin). CEO Tim Cook expounded upon the potential ramifications of 

following the FBI’s request, declaring, “If the government can use the All Writs Act to make it 

easier to unlock your iPhone, it would have the power to reach into anyone’s device to capture 

their data” (Kahney). He furthermore stressed that such a backdoor available to the FBI could 

potentially fall into “the wrong hands,” ultimately meaning that any attacker or hostile force 

could “have the potential to unlock any iPhone in someone’s possession” (Kahney).  

Dramatic? No doubt. Compelling? It depends. There is plenty of room for speculation as 

to whether or not Apple – or any tech company for that matter – truly cares about the privacy of 

their consumer, or instead has private motivations for shirking the demands of law enforcement. 

But regardless, their messaging resonated, and sent the FBI on a desperate public campaign to 

sway opinion on the issue. FBI Director James Comey testified twice before Congress 



demanding that Apple comply, lamenting law enforcement’s concerns of “going dark” in the 

modern age (Pressman). He insisted that Apple was recklessly disregarding the duty  

of the FBI, stating “It’s not their job to watch out for public safety. That’s our job” 

(Ackerman). A tumultuous legal battle was almost definite.  

Yet before the two juggernauts could hash it out in court, and establish whether or not 

the All Writs Act could justifiably compel Apple’s assistance to the investigation, the FBI 

sought an alternative method of breaking the phone (Kharpal). Hiring an outside outfit to 

successfully break the phone instead, they were able to put the controversy to rest, and avoid a 

potentially momentous court ruling. But the greater discussion was far from over. A battle to 

address the issue of lawful access had been reignited on the Hill.  

In favor of law enforcement interests was the “Compliance with Court Orders Act of 

2016 (CCOA),” drafted by Senators Richard Burr (R-N.C.) and Dianne Feinstein (D-C.A.). 

At the time of this proposal, Burr was the Chairman of the Senate Committee on Intelligence, 

and Feinstein was Vice Chairman. The bill draft was initially revealed in an April 7th article 

of The Hill in 2016, and was shortly after put forth in press releases by the Senators’ 

respective offices (Bennett; Feinstein). The bill was never formally introduced to the Senate 

following sharp and immediate backlash from tech companies, human rights advocates, 

computer science and security professionals, and Congress (O’Neill).  

The bill sought to ensure that upon the provision of a court order, a covered entity (a 

device manufacturer, software developer, etc.) must bring forth information or data requested 

by the government “in an intelligible format; or provide such technical assistance as is 

necessary to obtain such information or data in an intelligible format or to achieve the purpose 

of the court order” (Discussion Draft). The entity is only required to bring forth (or assist in the 

bringing forth of) information which they were responsible for making unintelligible to begin 

with. Furthermore, the draft does not require for a company or entity to adopt or abandon any 

particular design or operating system, so long as their design and software still allows for any 

unintelligible information to be made intelligible (or, in other words, to be decrypted and read 

plaintext) (Discussion Draft). Distributors of services, products, and software belonging to a 

covered entity must also ensure that everything they distribute adheres to the CCOA’s 



provisions.  

This policy proposal was widely lambasted. Concerns around privacy, business 

implications, security threats, and ramifications to the US economy each went to drown out Burr 

and Feinstein’s potential legislation.  Primarily, the CCOA fundamentally misunderstood the 

technological repercussions of requiring all encryption to be deciphered. Though it does not 

explicitly state that it is regulating manufacturers and encryption users, and claims that it is not 

demanding companies to alter their designs, the requirements set forth in the bill would 

inherently require an encryption system to have a weakness, a way in which keys could be 

maintained or data could be reverted to plaintext. Not only does this leave everyone’s 

information and data at the behest of a federal agency, who may or may not have malicious 

intent, it equally opens up a way for outsider adversaries/cyber attackers to gain access. Any 

potential opening could be exploited, and the cost of everyone’s privacy being compromised is 

far too high to warrant such reversal of strong encryption technology. Overall, a system which 

could suit the CCOA’s expectations on both a national and global scale would be far too 

complex to be secure -- the further the complexities, the greater the chance of their being a 

weakness (Abelson). Even some members of the intelligence community agree, with a head 

researcher from the NSA evening stating “When it comes to security, complexity is not our 

friend...as software systems grow more complex, they will contain more flaws and these flaws 

will be exploited by cyber adversaries” (Abelson).  

The direct costs of implementing and maintaining a CCOA-adherent system would be 

immense. The burden on business to completely rework their devices/systems, and to go about 

developing a whole new (and weaker) technological framework would be enormous and timely. 

The research, engineering, and installation costs would be heavy, and especially ironic when 

considering that it is only going to make a businesses’ products less safe for consumer use 

(Abelson). Critics of lawful access contend that “aggressive enforcement” of policy like the 

CCOA could “impose real costs on innovation and on industry” (Abelson). The weakened 

security would mean weakened consumer trust, and from there, heavily detract from 

profitability. Without incentive or freedom to properly develop new and secure technologies, 

legislation like the CCOA could potentially isolate the US from the major technological 



advances being made in the world of information technology and Internet of Things. Left in the 

dust of other nations’ innovation, while likewise being scrutinized for weakened privacy 

protections, the US risks losing its “soft power and moral leadership” (Abelson). 

These reasons each went to squander Burr and Feinstein’s potential legislation. The 

only other legislation introduced in favor of the FBI was the “No Taxpayer Support for Apple 

Act,” which would have prohibited any federal agency/entity from buying Apple products 

(H.R. 4663). This was a rather petty, nominal suggestion, and did not advance beyond 

introduction.  

The FBI/Apple conflict prompted significant action upon the state level as well (Ruiz). 

Many state bills sought to either ban the use of encrypted devices or to require the decryption 

of a device. A noteworthy example is Bill AB-1681 of California, which required a 

manufacturer or OS provider to decrypt any device at the request of a court order under risk of 

civil penalty if they did not comply (AB- 1681 Smartphones.).  

The proliferation of state-driven campaigns to implement their own encryption policy 

was the key trigger for the ENCRYPT Act, or “Ensuring National Constitutional Rights for Your 

Private Telecommunications Act,” first introduced in February of 2016, which sought to 

“preempt State data security vulnerability mandates and decryption requirements” (H.R. 4528). 

The sponsors of this bill, along with the evident influence of the tech sector, had deep concerns 

about the pitfalls of state-based encryption laws. In a world increasingly interconnected via 

online transactions and electronic devices, varying legislation requiring companies to alter their 

devices and/or weaken their security systems based upon state borders would shatter the 

cohesion and consistency of their networks/services. This could risk the reputation and 

profitability of the tech sector and hinder interstate commerce. Thus, tech companies had great 

incentive to support federal legislation which comprehensively addressed their concerns, and 

prevented states from threatening the security and uniformity of their devices. As Rep. Ted Lieu 

(D-CA), author of the bill, asserts in his statement announcing the act, a fragmented framework 

in which individual states could outlaw or reduce encryption would “create new security 

vulnerabilities, threaten individual privacy and undermine the competitiveness of American 

innovators” (Congressman Ted Lieu). In their endorsement of the ENCRYPT Act of 2018 (the 



bill was reintroduced thanks to the traction it garnered through the tech sector), the Electronic 

Frontier Foundation (EFF) illustrates why a “piecemeal” state-by-state system doesn’t work: “If 

state legislatures individually meddle with encryption policy, we could see a landscape where 

Illinois residents can buy the latest iPhone and download messaging apps like Signal and 

WhatsApp, but Californians can’t.... [Proposed state encryption bills] ignored the reality that 

people could still cross into states where the technology is unrestricted to purchase encrypted 

devices. What’s more, it would be trivially easy for anyone to download encrypted messaging 

apps online, regardless of state laws" (Ruiz).  

The bill’s top endorsements all appear to come from tech industry coalitions or 

tech-affiliated think tanks. Passionate statements issued from the The App Association, 

Application Developers Alliance, Internet Association, Internet Infrastructure Coalition 

(i2C), Information Technology Industry Council (ITI), the Computer and Communications 

Industry Association (CCIA), the Electronic Frontier Foundation and several other endorsers 

applauded the ENCRYPT Act for protecting encryption technology, and decried state 

attempts to legislate on its use (Greenfield; Congressman Ted Lieu [2016]; Ruiz). Many of 

these organizations likely played a hand in conceiving the bill as well. Yet nonetheless, in 

either introduction of the bill, it failed to advance in the House. And though the disarray 

amongst pro-law enforcement politicians and pro-privacy politicians are a certain factor, the 

bill’s failure could also have been a matter of state rights vs. federal rights, with many 

politicians eager to recognize states’ voices over the control of the federal government.  

The ENCRYPT Act was also reintroduced in 2018 to partner with the “Secure Data Act,” 

which, introduced in May 2018, sought to restrict the federal government from requiring 

weakened encryption or backdoors. It states that no agency or court “may issue an order to 

compel a manufacturer, developer, or seller of covered products to design or alter the security 

functions in its product or service to allow the surveillance of any user of such product or 

service, or to allow the physical search of such product, by an agency” (H.R.5823). As the EFF 

highlights, with the ENCRYPT Act addressing state attempts to regulate encryption, and the 

Secure Data Act combatting federal attempts to do so, “the two bills would go a long way toward 



ensuring that strong encryption remains free of government interference in the United States” 

(Ruiz). The Secure Data Act did not advance either. 

Also in favor of Apple and the tech community was the “Protect Our Devices Act,” 

which, proposed in March of 2016 by Rep. Matt Salmon (R-AZ), mandates “No officer or 

entity of the Federal Government shall have any authority to require any person to assist in 

devising a method for breaking the encryption of a wire or oral communication as such terms 

are defined for the purposes of chapter 119 of title 18, United States Code.” (H.R. 4839).  

The bill was created to invalidate the use of the “All Writs Act.” Salmon was quick to condemn 

the FBI’s invocation of the All Writs Act as a contrived legal ploy, rebutting that the act does 

not apply to encryption (Targeted News Service). He argues that this archaic law in no way 

could have been written to apply to such a modern technology, and would essentially be 

requiring a company to jeopardize its own intellectual property. “The Protect Our Devices Act 

would make it utterly clear that a 1789 law does not grant the judiciary the authority to coerce 

companies into hacking their own products. America is better than that” (Targeted News 

Service). The bill itself garnered very little press, and was likely disregarded once the FBI 

unlocked the iPhone using separate means.  

Though all these bills failed for their own particular reasons, there are some overarching 

explanations for why lawful access legislation, as a whole, has yet to gain traction. Foremost, 

tech companies likely don’t want legislation on encryption (McMillan and Volz). They want to 

maximize their freedom, and avoid any sort of regulations which may infringe upon their 

abilities. Official policy and procedure for rejecting and/or complying with a warrant could only 

serve to hinder them, while addressing law enforcement concern’s on an ad hoc basis may very 

well be optimal. For at the end of the day, their concern of privacy isn’t out of a sense of moral 

righteousness, or a steadfast devotion to the security of their customers, but in maintaining the 

perception that the public conceives of them. The public’s perception of the government as a 

“big brother”- esque force only strengthens the tech companies’ public image, who pose 

themselves as the staunch advocates of individual liberty. In helping an investigation, they 

become complicit, responsible for the government’s successful surveillance. They could not 

afford such a drop in consumer trust (Earnest).Thus, the only legislation they would genuinely 



want is a law which would preempt the restrictions imposed by states (a-la the ENCRYPT Act). 

Any legitimate action taken by the President or Congress to institute lawful access would be 

met by fierce opposition from the tech sector.  

Even the President seems unlikely to support Congressional action on this issue. 

Presidents understand the importance of tech sector support, and have chosen to tread lightly on 

the topic accordingly. More so, the President may rather keep questions of law enforcement and 

public safety in the hands of the executive branch, and would not want legislation which may 

precede their authority. Even under the Obama administration, amidst the FBI-Apple 

controversy, the White House tip-toed around the topic of legally mandating the decryption of 

devices with trepidation. In various press statements, the Obama administration maintained their 

opposition to these laws, and their intent on resolving the issue of lawful access via dialogue 

between companies and the government: “this is a complicated and big issue. And Congress has 

not demonstrated a lot of success in handling complicated big issues recently....the reason that 

we want to work with the technology industry to try to address some of these problems is 

precisely because it's in their interest to do so. It is not part of their business model. It does not 

make them look good” (Earnest). 

There is also the question as to whether or not a national encryption policy would really 

resolve the issue. Many argue that encryption is an issue which must be addressed on an 

international level, and that domestic policies on encryption boast numerous potential 

ramifications to other countries. In his essay “Encryption Policy and Its International Impacts: A 

Framework for Understanding Extraterritorial Ripple Effects,” Ryan Budish illustrates a 

shortlist of the many impacts yielded by national encryption policies: 

1. National encryption policy directly affects another country’s public policy. 

2. National encryption policy directly affects another country’s private sector. 

3. National encryption policy indirectly affects another country’s public policy through an 

impact on the domestic private sector.   

4. National encryption policy indirectly affects another country’s private sector through an 

impact on the domestic private sector. 

5. National encryption policy indirectly affects another country’s private sector through an 



impact on that country’s public policy. 

6. Private sector policies directly affect another country’s private sector. 

7. Private sector policies directly affect another country’s public policy. (Budish) 

With domestic laws on encryption so inextricably tied to international affairs, be them 

technological, economic, or political, domestic regulations on encryption, especially lawful 

access requirements, are not only futile, but hazardous. Likewise, when every country is 

developing its own system for maintaining access to peoples’ encrypted data, and while all of our 

networks and technologies are becoming increasingly interconnected, there comes the question 

of how such an access system will be governed on a global scale (Abelson). Countries obviously 

wouldn’t be keen on forfeiting all their keys to the jurisdiction of the United States, or to any 

other one country for that matter. Such as it is, much debate and international decisionmaking 

must go underway before such a sweeping exceptional access architecture can be adopted. 

Questions abound as to how an international framework for exceptional access may be 

maintained, what body will supervise or regulate it, to what extent countries will be willing to 

forfeit sovereignty to higher control, and beyond (Abelson).  

There is no sign that this issue will be fixed anytime soon. It is becoming increasingly 

apparent that the issue of lawful access to encrypted data is one which may never be resolved on 

the legislative front, or even on a national level. Yet the federal government, particularly the law 

enforcement community, will continue to pursue the ability to require company compliance to an 

investigation. Law enforcement groups are desperate to reframe the seeming “privacy vs. 

security” perspective of the encryption debate as a “security vs. security” debate. The 

government wants to ensure national security from harm and outside influence, just as companies 

are seeking to secure the data of their consumer. Barr contends that both the tech industry and the 

law enforcement community should be willing to make compromises, arguing that for too long it 

has been solely law enforcement making these deals, accepting concessions which unilaterally 

benefit industry: 

Here, some argue that, to achieve at best a slight incremental improvement in security, it 

is worth imposing a massive cost on society in the form of degraded public safety. This is 

untenable, again using a crude illustration, if the choice is between a world where we 



can achieve a 99 percent assurance against cyber threats to consumers, while still 

providing law enforcement 80 percent of the access it might seek; or a world, where we 

have boosted our cybersecurity to 99.5 percent but at a cost reducing law enforcements 

access to zero percent — the choice for society is clear. (Barr) 

Does Barr’s rhetoric mean that we will see revived, militant efforts of the federal 

government to limit the strength of encrypted devices? It very well could be. If his statements are 

truly the beginning of a new campaign to assure the government’s ability to break device 

encryption, and to demand the compliance of tech providers in doing so, there is little doubt that 

Congress will jump back into the fight. A widely bipartisan issue, it is foreseeable that both 

Democrats and Republicans will come forward with legislation either strengthening the capacity 

of law enforcement or elevating the autonomy of the tech industry. Perhaps it is finally law 

enforcement’s chance to push for amending CALEA, to eliminate caveats which exempt Apple 

and its counterparts. Converse to that, perhaps it is finally the tech sector’s chance to smite state 

decryption proposals -- on August 9th, Congressman Lieu even reintroduced the ENCRYPT Act 

(Congressman Ted Lieu [2019]). And beyond Congress, the issue may eventually find itself in 

the courts, where a ruling could be the true final say in the decades-long dispute (Zaffar).  

But this all seems unlikely. The tech industry will continue to stick to its convictions, and 

do everything in their power to circumvent the demands and regulations of law enforcement and 

the federal government. Meanwhile, the FBI and the Justice Department will continue to pursue 

greater strength, while pressuring the tech sector to assist them. And both will most certainly 

avoid a court ruling, and be equally hesitant to support legislation, cognizant of the consequences 

such acts could wreak. Even in the midst of another national tragedy in the likeness of San 

Bernardino, which could bring the issue of encryption back to the forefront of public debate, it 

remains doubtful as to whether or not a solution could be reached. As in an era punctuated by 

increased calls for security and simultaneous calls for privacy, such contradictions make it all the 

more unlikely that people could choose a side. 
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