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Cybersecurity in Jeopardy  

How Politics Trumped National Security in the 112
th

 Congress 

 

In early August, a bipartisan bill to improve the nation's cybersecurity - both in 

government practices and in the private industry that regulates critical infrastructure - failed to 

pass a Senate cloture vote and move out of debate. With the recess days away, and with a heated 

election set to dominate the final months of the 112
th

 Congress, the failure to pass cloture 

effectively killed S.3414, "A Bill to Enhance the Security and Resiliency of the Cyber and 

Communications Infrastructure of the United States." Passage of this bill would not have had 

immediate effect – the bill would have had to enter reconciliation with its substantially different 

House counterpart, the “Cyber Intelligence Sharing and Protection Act” (CISPA). But failure to 

pass a bill widely recognized by both parties, industry, civil liberties advocates, and the defense 

and intelligence communities as appropriate for addressing the nation’s most pressing national 

security challenge illustrates the pervasive nature of the current American political stalemate. 

Why did this bill collapse? Does the failure of Congress to address cybersecurity, a major 

national security priority, demonstrate a particularly troublesome dynamic in the national 

legislature? Or is the substance of the issue not as important as it seems? This paper will review 

the context and political will (and opposition) surrounding this legislation, and illustrate how a 

mixture of politics and private-sector lobbying may have interfered with a national security 

imperative. 

Context 
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While there a variety of measurements of the 112
th
 Congress’ ability to deliver their 

primary service – legislation – to the people of the United States, one cannot unequivocally 

support the condemnations promulgated in the current national dialogue. Determining if this is 

the “worst Congress ever” is, in many ways, a pointless exercise. But certain measurements, 

which do not have an inherent value judgment associated with them, do point to a troubling 

trend. This Congress may be the “least productive” in recent decades, at least in terms of the 

sheer volume of legislation passed (although more legislation is not inherently good). 

To date, only one percent of legislation presented in the 112
th
 Congress has passed into 

law (in recent years this rate has floated between three and six percent). Regardless of metrics, 

the American people’s opinion is the most compelling estimator of Congress’s success. Since the 

beginning of 2011 Congressional national approval ratings have been stuck below twenty 

percent, bottoming out (by some polls’ estimate) at nine percent – an abysmally low number.  

The unfortunate numbers paint a tale mimicked by the difficult political climate in a 

tough election cycle. The impact of this gridlock has reared its head on a number of issues - from 

the debt ceiling to the stalled “farm bill” – but national security has long been considered an 

untouchable area of American policymaking. So why did the Lieberman/Collins bill fail? If it 

was unfit policy, why hasn’t an alternative bill (like McCain’s SECURE IT bill) been passed? 

Lobbying: Pressure from all Sides 

There are a number of reasons why the Lieberman/Collins bill failed. Some have pointed 

fingers at the Chamber of Commerce
1
, who wielded its substantial influence over Congress like a 

cudgel rather than a scalpel, opting for an all-out, “kill the bill” offensive instead of a measured 

                                                             
1 Martinez, Jennifer “Dems fume at Chamber as cybersecurity talks flounder” The Hill, August, 2012: 

http://thehill.com/blogs/hillicon-valley/technology/241395-dems-fume-at-chamber-as-cybersecurity-talks-flounder  

http://thehill.com/blogs/hillicon-valley/technology/241395-dems-fume-at-chamber-as-cybersecurity-talks-flounder
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approach, targeting aspects it found distasteful. Other experts have blamed Senate Republicans
2
, 

who, hesitant to send a major piece of national security legislation to President Obama’s desk so 

close to the election, may have allowed politics to trump a significant threat to our country’s 

safety. Still others have decried the most recent iteration of the bill as toothless and impotent
3
, 

incapable of pushing actual change in the necessary industries providing our nation’s critical 

infrastructure. Senator Lieberman described the potential failure of the bill on the Senate floor 

(using the words of Winston Churchill) as a monumental “abdication of duty” – but who is truly 

to blame? 

 When considering all the forces acting upon a major piece of legislation, few are 

influential as the national security community. General Alexander, the four-star general at the 

head of the NSA and the United States Cyber Command, has called multiple times for the 

passage of a cybersecurity mandate from Congress. This summer, in a speech at the American 

Enterprise Institute
4
, he requested three distinct areas of guidance from cybersecurity legislation: 

1. The development of standards for improved information and data sharing between 

defense and intelligence agencies and the private sector, including standards for the (not 

necessarily public) disclosure of breaches within private networks. He proposed a by-

request system for aiding private sector entities under cyberattack, but one in which the 

private sector was obligated to participate.
5
 

                                                             
2 Oltsik, John “Politics 1 Cybersecurity 0” Network World, August, 2012: 
https://www.networkworld.com/community/node/81222 
3 Schmidt, Michael, “Senators Force Weaker Safeguards Against Cyberattacks” New York Times, July 

2012:https://www.nytimes.com/2012/07/28/us/politics/new-revisions-weaken-senate-cybersecurity-

bill.html?_r=3&pagewanted=all&  
4
 “Cybersecurity and American power”, American Enterprise Institute, July 9, 2012: 

http://www.aei.org/events/2012/07/09/cybersecurity-and-american-power/  
5 The model Gen. Alexander described fit the description of many CERT/CSIRT organizations currently in 

operation globally in governments (including the US) and in cooperation between industry and academic 

https://www.networkworld.com/community/node/81222
https://www.nytimes.com/2012/07/28/us/politics/new-revisions-weaken-senate-cybersecurity-bill.html?_r=3&pagewanted=all&
https://www.nytimes.com/2012/07/28/us/politics/new-revisions-weaken-senate-cybersecurity-bill.html?_r=3&pagewanted=all&
http://www.aei.org/events/2012/07/09/cybersecurity-and-american-power/
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2. The issuance of operational guidance and the division of the cybersecurity mandate 

between and across federal agencies. 

3. The inclusion of privacy and civil liberties protections 

 Gen. Alexander expects defense and intelligence agencies to be tasked with preventing 

attacks by foreign actors, while the DHS and the FBI will be responsible for domestic 

investigations and interventions. He referred to this group of agencies as a “team.” His comments 

included multiple references to Secretary Clinton’s policies and statements on cybersecurity, 

including the importance of “sustaining dialogue” with major actors like China. Gen. 

Alexander’s paramount concern about the political chances of cybersecurity legislation was 

about privacy and civil liberties protections. He allowed that, without clear standards and 

protections, any broad mandate was unlikely to pass. He asserted he had high confidence that a 

system of information sharing could be developed that both protected US networks and the civil 

liberties of citizens that use them, citing the inherently audit-friendly nature of network 

technology. However, he did not give any indication of what agency or entity would have the 

capacity, clearance, or capability to conduct such an audit.  

 As one might expect of military leadership, General Alexander steered clear of endorsing 

one piece of legislation over another. But his message was clear: legislation is needed in order 

for the defense and intelligence communities to do their job. His recognition of the inherent civil 

liberties and privacy concerns points to another major constituency in the development of this 

bill – advocates and think-tanks determined to protect those civil liberties.  

                                                                                                                                                                                                    
organizations, though the capacity and technical assistance available from the security, defense and intelligence 

community would far outpace those of independent labs. 
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 While many civil liberties advocates were initially opposed to the bill
6
, a number of those 

organizations voiced their support after numerous privacy-minded amendments were put forward 

during the Senate debate over the Lieberman-Collins legislation.
7
 These statements of support 

made S.3414 the only major piece of cybersecurity legislation under consideration this summer 

(or this year) to receive the backing of this community – a major win. After the embarrassing 

SOPA/PIPA debacle earlier in 2012, few legislators have been willing to stand opposed to this 

community, for fear of another embarrassing outpouring of anger from the public.  

 The other significant constituency of note is the business community. While the rights 

and safety of Americans are of paramount concern, the private sector will be dramatically 

affected by any potential cybersecurity legislation. Over 85% of American’s “critical 

infrastructure” is provided by private companies – and therefore securing that infrastructure 

necessitates private sector cooperation. The perspectives across this constituency, however, are 

hardly uniform. Many more tech-friendly organizations (communications companies like ISPs 

and cell/phone service providers, for example) are already at the top of the global cyberdefense 

game – making any policy designed to encourage or mandate improved security infrastructure 

requiring a minimal investment. On the other hand, the energy sector – particularly in rural areas 

– dramatically lags behind and major investment will be necessary to bring these companies into 

line with even the most basic of best-practices. The US Chamber of Commerce, who represents a 

variety of business interests, has in recent years taken a hard stance against regulatory measures 

of any kind, and, as will be discussed in later in this paper, ultimately had a major influence in 

the outcome of this legislation. 

                                                             
6
 “Letter to Senate Opposing Lieberman-Collins Cyber Security Act”, May 2012: 

https://www.cdt.org/files/pdfs/Senate_Sign-On_Letter_S2105.pdf 
7 “Privacy Amendments Strengthen Cybersecurity Bill”, Center for Democracy and Technology, July 2012: 

https://www.cdt.org/pr_statement/privacy-amendments-strengthen-cybersecurity-bill 

https://www.cdt.org/files/pdfs/Senate_Sign-On_Letter_S2105.pdf
https://www.cdt.org/pr_statement/privacy-amendments-strengthen-cybersecurity-bill
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Is the Urgency Real? 

In 2007, massive cyberattacks (likely originating in Russia) prevented Estonian citizens 

from accessing basic public services on essential government websites
8
. In 2009, the Defense 

Department spent over $100 million repairing damages from a cyberattack originating in China
9
. 

Earlier last year, a hacker going by the alias ComodoHacker broke into the internal servers of 

Dutch certificate authority DigiNotar
10

 and stole data that compromises the ability of millions of 

internet users all over the world to safely access trusted websites. The individual claiming 

responsibility for the attack on DigiNotar has publicly acknowledged that he shared key data 

with the Iranian government.  

In more recent attacks, like those on DigiNotar or RSA, an American security and 

encryption firm
11

, hijackers have seriously jeopardized the security of the American government 

and citizenry by infiltrating the very systems used to safeguard networks both public and private. 

The threat of cyberattacks – from both state and non-state actors – continues to grow. General 

Alexander’s comments (mentioned earlier), and statements from Secretary of Defense Panetta 

(referring last year to the possibility of a “cyber Pearl Harbor”
12

), illustrate the defense sector’s 

growing concerns.  The Pentagon has determined that such attacks qualify as acts of war
13

, and 

                                                             
8 “War in the fifth domain”, The Economist, July 2010: http://www.economist.com/node/16478792 
9 “Pentagon Bill To Fix Cyber Attacks: $100M” CBS News, April 2009: 

http://www.cbsnews.com/stories/2009/04/07/tech/main4926071.shtml 
10 Keizer, Gregg “Certificate hacker probably paid by Iran, say victimized firms” Computerworld, September 2010, 

https://www.computerworld.com/s/article/9219930/Certificate_hacker_probably_paid_by_Iran_say_victimized_fir

ms?taxonomyId=85 
11 “Open Letter to RSA Customers”, RSA,  https://www.rsa.com/node.aspx?id=3872 
12 Mora, Edwin, “Panetta Warns of Cyber Pearl Harbor: ‘The Capability to Paralyze This Country Is There Now’” 

CBS News, July 2012http://cnsnews.com/news/article/panetta-warns-cyber-pearl-harbor-capability-paralyze-

country-there-now 
13 Sanger, David E. and Bumiller, Elisabeth “Pentagon to Consider Cyberattacks Acts of War” New York Times, 

May 2011: https://www.nytimes.com/2011/06/01/us/politics/01cyber.html?_r=0 

http://www.economist.com/node/16478792
http://www.cbsnews.com/stories/2009/04/07/tech/main4926071.shtml
https://www.computerworld.com/s/article/9219930/Certificate_hacker_probably_paid_by_Iran_say_victimized_firms?taxonomyId=85
https://www.computerworld.com/s/article/9219930/Certificate_hacker_probably_paid_by_Iran_say_victimized_firms?taxonomyId=85
https://www.rsa.com/node.aspx?id=3872
http://cnsnews.com/news/article/panetta-warns-cyber-pearl-harbor-capability-paralyze-country-there-now
http://cnsnews.com/news/article/panetta-warns-cyber-pearl-harbor-capability-paralyze-country-there-now
https://www.nytimes.com/2011/06/01/us/politics/01cyber.html?_r=0
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an increasing number of defense-minded think tanks are beginning to study the increasingly 

complex environment surrounding the threats.  

And yet, the bill (or an alternative) did not pass. Has national security become secondary 

to national politics? This could be possible, but it is unlikely. This Congress has shown a 

willingness to act on issues of national security deemed necessary – like the significantly 

controversial National Defense Authorization Act. The NDAA passed without much debate at all 

despite many outcries from the civil liberties community, mainly because failure to push the 

legislation forward would have blocked a large portion of the defense and intelligence budgets. 

To not pass the bill, therefore, was seen as a major impediment to national security. So what is 

the difference with cybersecurity? 

Cyberwar embodies a troublesome yet familiar dynamic for Americans. The rise of 

terrorism as the primary perceived threat to American security has accustomed the public to the 

idea of non-state actors as the face of the enemy. Americans are well acquainted to living in a 

world in which security threats are decentralized. But few Americans
14

 are in favor of 

cybersecurity legislation that would allow for the authority for government agencies and 

businesses to share information, particularly because of concerns about civil liberties violations.  

The Policy 

The law itself covers a large amount of ground – from sponsoring scholarship programs 

for college students to authority for treaty negotiations regarding cybersecurity. However, the 

vast majority of the controversy surrounded the following provisions, described below: 

                                                             
14 Smith, Josh, “Privacy Trumps Cybersecurity, Poll Shows” The National Journal, July, 2012: 

http://www.nationaljournal.com/daily/privacy-trumps-cybersecurity-poll-shows-20120710  

http://www.nationaljournal.com/daily/privacy-trumps-cybersecurity-poll-shows-20120710
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Critical Infrastructure Liability Protection and Voluntary Standards: Title I focused on 

the creation of a voluntary, cooperative network to develop best practices between industry 

critical infrastructure providers and government regulators. This program, which was constructed 

as completely voluntary, would provide incentives for the private sector to participate by offering 

improved access to security clearances, threat signatures, and liability protection in the event of 

an attack (assuming these entities were compliant with the voluntary standards). While 

organizations will need to be certified in their compliance with standards to participate, this 

certification can be done internally or by a third party. Such audits will be investigated in the 

event of an incident, and courts would determine the entities’ level of liability as a result of their 

level of compliance with the newly formed National Cybersecurity Council’s standards. Also, 

the formation of standards would be done in cooperation with the Council’s voluntary private-

sector adherents, providing an even greater incentive for participation by providers of critical 

infrastructure.  

Civilian Control of Cybersecurity Exchanges: The sharing of information between 

government agencies and private-sector entities was of chief concern on multiple levels. Not 

only would strong guidelines for the use of this information need to exist to satisfy the civil 

liberties community, but the choice of which agency to house the information exchange has been 

under scrutiny. The Lieberman-Collins act would have that agency be the Department of 

Homeland Security, while SECURE IT and CISPA would have that department be the National 

Security Agency.   

Information Sharing Concerns: A large amount of misinformation was promoted during 

the debate over S.3414 about the nature of the information sharing “cybersecurity exchanges.” 

Some of the concerns voiced by Senator Bailey Hutchison on the floor focused on access 
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(through potential FOIA requests) to businesses’ proprietary information and the slow pace of 

information sharing through a civilian agency. However, Senate staff stressed in a briefing on a 

bill
15

 that all of these concerns were not relevant, since the information sharing process is by and 

large an electronic, “computer to computer” process, designed to improve threat awareness and 

analyze threats that are disaggregate in nature.  

The term “regulatory overreach” is thrown around on the Hill fairly often. As described 

above, the final iteration of the bill offered an entirely voluntary public-private partnership. In 

exchange for agreeing to comply with a set of standards, industry entities that control parts of our 

nation’s critical infrastructure would be granted a series of benefits – including the ability to help 

shape those very standards. Other benefits and incentives included access to shared information 

from intelligence and defense entities, expedited security clearances for appropriate employees, 

and protection from liability in the event of an attack. This set of incentives was created to draw 

in businesses, to get them engaged in sharing information and building better practices. But 

nothing was mandatory – so how could it be “regulatory overreach?” 

Of course the opposite critique is that such a voluntary structure provides little assurance 

that water, power, communications, and other critical infrastructure-providing industries will 

comply with baseline standards. But how many companies are breached on a regular basis? How 

many would welcome help from the highly capable members of the US electronic defense 

complex? How many would welcome the raw intelligence to be able to counteract threats before 

they are compromised? Republicans contended that liability protection should be provided 

regardless of compliance with any set of standards, but Democrats countered that such liability 

coverage would eliminate incentives for good practices. 

                                                             
15 Private (unclassified) briefing for Senate staff on the details of S.3414, July 2012 
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What Happened on the Senate Floor? 

While a blow-by-blow account of the debate over S.3414 is not particularly insightful, 

the quick debate leading to the failed cloture vote provided some interesting dynamics that 

illustrate both the disproportionate impact of particular lobbies and the cynical tone of the current 

Congress. The bill was cosponsored on the Senate floor by Senators Collins and Lieberman, and 

immediately began to suffer from a flood of amendments. Many relevant and ultimately 

important additions were made (like those from Senators Franken and Whitehouse, cited by the 

ACLU and other organizations as the source of the support), but other amendments – to finish 

the US border fence with Mexico (Sen. DeMint), or to end all foreign aid to Pakistan (Sen. Paul) 

– were clearly distractions. Most troubling was the effort by Senators McCain, Hutchinson, and 

other Republican sponsors of SECURE IT to amend the bill by striking all existing language and 

replacing it with the unchanged language of their preferred cybersecurity legislation.  

The debate focused on many of the issues mentioned above – charges of regulatory 

overreach, debates over liability protection, and unnecessary concerns about proprietary data – 

but Senator McCain also contended that the bill had skipped fundamental reviews of the 

policymaking process. He argued that the bill had received not mark up while in committee and 

that it was being unfairly rushed through – a charge Senator Lieberman, who has seen this bill 

move through multiple iterations over a number of years, flatly decried. The bill’s chances 

seemed to be diminished during this debate – despite the new support from civil liberties groups 

and the national security imperative it was meant to address. However, the final nail in the bill’s 

coffin came from the US Chamber of Commerce. 
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The Chamber released a strongly-worded letter calling S.3414 “deeply flawed” and 

endorsing SECURE IT
16

. Republicans strongly lined up behind its language – and few dared to 

cross the now firm party line. A vote was called to end debate, and before the vote was done it 

became clear to Democratic leadership that the bill would not pass in a floor vote. Senators Reid 

and Bacchus cast their votes against ending debate, allowing the bill to be tabled instead of 

removed from the docket of considered legislation. But with the recess coming just days later, 

and the lame duck session following, the press and the parties considered the bill dead.  

Conclusions 

 The context this paper has established in which this bill was proposed and failed can be 

summarized in the following points: 

 Need: The nation needs cybersecurity legislation to improve national defense 

 Support: The Obama administration, the defense and intelligence communities, many 

businesses, and the civil liberties community all supported this bill, authored by an 

independent and a Republican 

 Policy: The bill provided strong incentives for good behavior, and did not place an undue 

burden, through voluntary participation requirements, on the private sector in a fragile 

economy 

 Opposition: The bill’s detractors maintained it was regulatory overreach, and major 

influencers like the Chamber of Commerce unleashed an unequivocal assault on the bill 

This scenario raises many questions – particularly considering the alignment of so many 

interests usually directly opposed to one another. Is a national security imperative no longer 

                                                             
16 Key Vote letter on S. 3414, the "Cybersecurity Act of 2012”, US Chamber of Commerce, July 2012 

http://www.uschamber.com/issues/letters/2012/key-vote-letter-s-3414-cybersecurity-act-2012%E2%80%9D 

http://www.uschamber.com/issues/letters/2012/key-vote-letter-s-3414-cybersecurity-act-2012%E2%80%9D
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enough to inspire aisle crossing in Congress? Is regulation so repugnant to the American 

business community that they will oppose even efforts to create a voluntary structure? And, 

perhaps most importantly, what must happen in order to create the political will to facilitate the 

passage of cybersecurity legislation?  

At the beginning of this paper, it was mentioned that any bill passed by the Senate must 

still be reconciled with the more-conservative House. S.3414 illustrates how an ongoing shift of 

Congress consistently further right-of-center has occurred
17

. A supposedly too-liberal bill (again, 

one authored by a Republican and an independent) is the Democrat’s answer to a very 

conservative bill. Even if they met in the middle – the policy response to this issue would still tilt 

right. But even that is apparently not enough to assure passage. If political polarization continues 

to stymie Congress on this issue – an even greater danger emerges: highly reactionary, and 

potentially draconian, legislation that might emerge in the wake of a disaster. The legacy of the 

PATRIOT Act is still alive and well in America, more than a decade after it’s hasty passage in 

the wake of the 9/11 tragedy. If Republicans truly do fear government overreach – the threat of a 

unpopular and substantially aggressive (and potentially ineffective) law resulting from a 

cybersecurity emergency could upset their constituents in the voting booth, and in private sector, 

for many years to come.  

 

 

                                                             
17 Some of the most-cited research on the polarization of Congress (and it’s disproportionate shift to the political 

right), has recently been coming out of the Graduate School of Industrial Administration, Carnegie-Mellon 

University, and their site: http://voteview.com/political_polarization.asp 

http://voteview.com/political_polarization.asp

