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Lab Exercise: Servlet Banking Application

Objective

This lab will demonstrate several WSAD features for creating and managing servlets as we create a simple online banking application.  The application will use a single servlet that accepts requests to create and query accounts in a database and generate HTML responses.  We will also employ a servlet filter to inspect incoming parameter values.

Overview

Servlets were developed to replace existing CGI scripts when Web application users submitted data to a Web application for processing and expected a dynamically generated response in return.  Servlets have many features that allow developers and deployers to map their invocation to specific URLs, access back-end information systems, and generate an appropriate response for the user.

In this lab, we will explore several of these features as we build a simple servlet-based online banking application that accesses the embedded Cloudscape relational database in WSAD.  The database stores new account information and returns account balance information in response to SQL commands initiated by the servlet.  For simplicity, the servlet dynamically creates a new database and ACCOUNT table on startup to store account information.

We will also take advantage of a Servlets 2.3 API filter as deployment-time configurable request processing module.

Your Challenge

1. Create a new J2EE 1.3 Web project with the name ServletBanking_Web and assign it to an EAR project named ServletBanking_EAR.

2. Create a new servlet in the ServletBanking_Web project with the fully qualified name lqtraining.BankServlet and having method stubs for init() and doGet() and a URL mapping of /BankServlet.  Make sure the servlet is registered in the web.xml file under the name BankServlet.

3. Add to the servlet’s init() method code that loads the Cloudscape JDBC driver and creates an instance-level connection using the following syntax:

Class.forName("com.ibm.db2j.jdbc.DB2jDriver"); 

conn = DriverManager.getConnection("jdbc:db2j:ServletBankingDB;create=true");

4. Additionally, the init() method should attempt to drop the ACCOUNT table if it already exists, and then recreate the table with the following SQL:

CREATE TABLE ACCOUNT (ACCOUNT_ID INT CONSTRAINT ACCOUNT_PK PRIMARY KEY, BALANCE INT)

5. The BankServlet expects to receive an “action” parameter followed by additional parameters as arguments:

BankServlet?action=openAccount&id=<id>&deposit=<deposit>

BankServlet?action=getBalance&id=<id>

BankServlet?action=closeAccount&id=<id>

6. The BankServlet should use the following private methods:

private void openAccount(int accountID, int deposit) throws SQLException

private int getBalance(int accountID) throws SQLException

private void closeAccount (int accountID) throws SQLException

7. When you have finished coding the servlet, right-click on the file and select Run on Server… to test your servlet’s features.

8. Create and configure new servlet filter named RequestInspectorFilter that reads all parameters and their values from any request to the BankServlet and prints out the results on the WSAD console.

9. Test the declarative configuration of the filter by modifying the web.xml file to remove the filter from its mapping to the BankServlet.  Restart the server and test to see if the filter “disengaged” as expected.

Step-by-Step Guide

Creating the ServletBanking Servlets

1. Create a new Web project with the name ServletBanking_Web and assign it to an EAR project named ServletBanking_EAR by using the New Project wizard to create a new Dynamic Web Project supporting J2EE level 1.3.

2. Create a new servlet in the ServletBanking_Web project with the fully qualified name lqtraining.BankServlet by right-clicking on the project folder and selecting New > Other… and then Web > Servlet in the Select dialog box.  Fill in the Java package and Class name fields and click Next.

3. For the method stubs, check init() and doGet() and click Next.

4. Ensure the Add to web.xml checkbox is checked in the Deployment Descriptor dialog and that there is a URL mapping of /BankServlet and click Finish.

5. Add to the servlet’s init() method code that loads the Cloudscape JDBC driver and creates an instance-level connection using the following syntax:

Class.forName("com.ibm.db2j.jdbc.DB2jDriver"); 

conn = DriverManager.getConnection("jdbc:db2j:ServletBankingDB;create=true");

6. Additionally, the init() method should attempt to drop the ACCOUNT table if it already exists, and then recreate the table with the following SQL:

CREATE TABLE ACCOUNT (ACCOUNT_ID INT CONSTRAINT ACCOUNT_PK PRIMARY KEY, BALANCE INT)

7. The BankServlet expects to receive an “action” parameter followed by additional parameters as arguments:

BankServlet?action=openAccount&id=<id>&deposit=<deposit>

BankServlet?action=getBalance&id=<id>

BankServlet?action=closeAccount&id=<id>

8. The BankServlet should use the following private methods:

private void openAccount(int accountID, int deposit) throws SQLException

private int getBalance(int accountID) throws SQLException

private void closeAccount (int accountID) throws SQLException

9. When you have finished coding the servlet, right-click on the file and select Run on Server… to test your servlet’s features.

Creating a New Servlet Filter

1. Stop the server.

2. Right-click on the ServletBanking_Web project folder and select New > Other…
3. In the Select dialog, select Web and then Filter and create a new filter with the fully qualified name of lqtraining. RequestInspectorFilter.

4. Leave default values for filter settings (e.g., should implement javax.servlet.Filter interface).

5. Ensure that the Add to web.xml checkbox is checked in the Deployment Descriptor dialog box.  In the same dialog, Add… a Servlet Mapping for the BankServlet servlet (from the Choose a Servlet pop-up dialog) and click Finish.

6. Add the following code in the doFilter() method just before the chain.doFilter(req, resp) statement in the generated source code file and save the file:

    

Enumeration enum = req.getParameterNames();

    

while(enum.hasMoreElements()) {

      

  String paramName = (String)enum.nextElement();

      

  String paramValue = req.getParameter(paramName);

      

  System.out.println(paramName + " = " + paramValue);



}
7. Restart the server and test your filter servlet by checking the console output for parameter names and values on any request to the BankServlet.

8. Edit the web.xml file for in the ServletBanking_Web project using the Web Deployment Descriptor Editor (double-click on WebContent/WEB-INF/web.xml file).  Select the Filters tab and select the RequestInspectorFilter.  In the Servlet Mappings section, Remove the BankServlet servlet.  Save your settings and restart the server to verify the filter has been “disengaged”.

Solution: Code Listings

BankServlet.java

package lqtraining;

import java.io.IOException;

import java.io.PrintWriter;

import java.sql.Connection;

import java.sql.DriverManager;

import java.sql.PreparedStatement;

import java.sql.ResultSet;

import java.sql.SQLException;

import javax.servlet.Servlet;

import javax.servlet.ServletException;

import javax.servlet.http.HttpServlet;

import javax.servlet.http.HttpServletRequest;

import javax.servlet.http.HttpServletResponse;

public class BankServlet extends HttpServlet implements Servlet {

  public static final String SQL_DROP_TABLE = "DROP TABLE ACCOUNT";

  public static final String SQL_CREATE_TABLE = 

    "CREATE TABLE ACCOUNT (ACCOUNT_ID INT CONSTRAINT ACCOUNT_PK PRIMARY KEY, BALANCE INT)";

  private static final String SQL_CREATE_ACCOUNT = "INSERT INTO ACCOUNT VALUES(?,?)";

  private static final String SQL_GET_BALANCE = "SELECT BALANCE FROM ACCOUNT WHERE ACCOUNT_ID=?";

  private static final String SQL_CLOSE_ACCOUNT = "DELETE FROM ACCOUNT WHERE ACCOUNT_ID=?";

  private Connection conn = null;

  public void init () throws ServletException {

    super.init();

    try {
  

      Class.forName("com.ibm.db2j.jdbc.DB2jDriver");

      //create new db if it does not exist

      conn = DriverManager.getConnection("jdbc:db2j:ServletBankingDB;create=true");

      System.out.println("ServletBankingDB created");

      try{

        PreparedStatement ps = conn.prepareStatement(SQL_DROP_TABLE);


ps.executeUpdate();


ps.close();


System.out.println("Old ACCOUNT table dropped");

      } catch(Exception e){System.out.println("Error dropping ACCOUNT table: " + e);}

      PreparedStatement ps = conn.prepareStatement(SQL_CREATE_TABLE);

      ps.executeUpdate();

      System.out.println("ACCOUNT table created");

      ps.close();

    } catch (Exception e) {System.out.println("Error initializing servlet: " + e);}

  }

  public void doGet(HttpServletRequest req, HttpServletResponse resp)

    throws ServletException, IOException {

    String result = null;

    String action = req.getParameter("action");

    String id = req.getParameter("id");

    String deposit = req.getParameter("deposit");

    if(action == null) result = "No 'action' parameter sent";

    else if (action.equals("openAccount")) {

      try {

        openAccount(Integer.parseInt(id),Integer.parseInt(deposit));

        result = "Opened account id " + id + " with initial deposit of " + deposit;

      } catch (Exception e) {result = "Error opening account : "  + e;}

    }

    else if (action.equals("getBalance")) {

      try {

        result = "Account balance is: " + getBalance(Integer.parseInt(id));

      } catch (Exception e) {result = "Error getting account balance: " + e;}

    }

    else if (action.equals("closeAccount")) {

      try {

        closeAccount(Integer.parseInt(id));

        result = "Closed account id " + id;

      } catch(Exception e) {result = "Error closing account: " + e;}

    }

    else result = "Undefined action";

    resp.setContentType("text/html");

    PrintWriter out = resp.getWriter();

    out.println(result);



  }

  private void openAccount(int accountID, int deposit) throws SQLException {

    PreparedStatement ps = conn.prepareStatement(SQL_CREATE_ACCOUNT);

    ps.setInt(1, accountID);

    ps.setInt(2, deposit);

    ps.executeUpdate();

    ps.close();

  }

  private int getBalance(int accountID) throws SQLException {

    int result = 0;

    PreparedStatement ps = conn.prepareStatement(SQL_GET_BALANCE);

    ps.setInt(1, accountID);

    ResultSet rs = ps.executeQuery();

    if(!rs.next())  throw new SQLException();

    else result = rs.getInt("balance");

    rs.close();

    ps.close();

    return result;

  }

  private void closeAccount (int accountID) throws SQLException {

    PreparedStatement ps = conn.prepareStatement(SQL_CLOSE_ACCOUNT);

    ps.setInt(1, accountID);

    int result = ps.executeUpdate();

    ps.close();

    if(result == 0) throw new SQLException("Error closing account");

  }

}

RequestInspectorFilter.java

package lqtraining;

import java.io.IOException;

import java.util.Enumeration;

import javax.servlet.Filter;

import javax.servlet.FilterChain;

import javax.servlet.FilterConfig;

import javax.servlet.ServletException;

import javax.servlet.ServletRequest;

import javax.servlet.ServletResponse;

public class RequestInspectorFilter implements Filter {

  public void destroy() {}

  public void doFilter(

    ServletRequest req,

    ServletResponse resp,

    FilterChain chain)

    throws ServletException, IOException {

    Enumeration enum = req.getParameterNames();

    while(enum.hasMoreElements()) {

      String paramName = (String)enum.nextElement();

      String paramValue = req.getParameter(paramName);

      System.out.println(paramName + " = " + paramValue);

    }

    chain.doFilter(req, resp);

  }

  public void init(FilterConfig config) throws ServletException {}

}

